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1.0
Purpose: To establish proper standards of conduct and make clear the responsibilities of users of the Miami-Dade Transit electronic resources that have been developed and built with public funds.   

2.0
Scope: The scope of this policy includes: Administration Responsibility, Purpose, Applicability, Public Records, Definitions, Internet/Intranet Use, E-mail, Software on the Desktop, User Data, Restoration of User Data, Password Security, Call Center/Help Desk, Document Management, and Retention of Electronic Communications.   


3.0
Cross Referenced Documents

	Type
	Number
	Title

	A.O.
	6-7
	Access & Use of Internet & E-mail

	MDT / ITS
	
	Internet Guidelines & Policies

	State/ DMS Memo
	
	Policy on Use of Internet & E-mail

	DOS
	
	Electronic Mail Opinion

	State / DMS
	
	User Policies Draft 

	Florida Statutes
	Chapter 119
	Public Records Law

	Florida Adm. Code
	Chapter 1B-26
	Records Management – Standards & Requirements

	Florida Adm. Code
	Chapter 1B-24
	Public Records Scheduling & Dispositioning

	State of Florida
	
	Basics of Records Management

	State of Florida
	GS1-L
	General Records Schedule for Local Government Agencies


4.0 Topics

	Section
	Topic

	5.0
	Definitions

	6.0
	Roles & Responsibilities

	7.0
	Procedure


5.0
Definitions

	Term
	Definition

	MDT
	Miami Dade Transit

	ITS
	Information Technology Services

	CIO
	Chief Information Officer

	E-mail
	Electronic Mail


6.0  
Roles & Responsibilities

	Individual
	Roles & Responsibilities

	Rosie Perez, Chief ITS
	Enforcement and Maintenance of Policy 


7.0  
Procedure:
Miami-Dade Transit’s ITS Division will be charged with the overall responsibility of administering this policy to the “Users” of Transit’s software and hardware resources.  ITS will maintain and update this document as technological advances are made.     
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Information Technology Services

Electronic Communication Policy

This document will outline the policies regarding Access To and Acceptable Use of Electronic Communications for Miami-Dade Transit (MDT), a Department of Miami-Dade County.

Administration Responsibility

Except as otherwise specified, Miami-Dade Transit’s Information Technology Services (ITS) is charged with the overall responsibility of administering this policy.

Purpose

Electronic services, including E-mail and Internet access are provided by Miami-Dade Transit to support open communications and exchange of information, including access by County citizens and others, and to provide the opportunity for collaborative government-related work.  Use of the network is encouraged and is important for the efficient and effective performance of County business functions.  However, access to the Internet is a revocable privilege.


Effective performance of electronic services, whether telecommunication or computer, local or global, depends upon users following established standards of proper conduct.  The purpose of this policy statement is to make clear the responsibilities of users of the Miami-Dade Transit electronic network, which has been developed and built with public funds.

In general, this policy requires appropriate, ethical, legal, and efficient utilization of the electronic resources.  If a user is found to have violated any of the provisions of this policy, his or her access to these resources may be denied and disciplinary action may be taken.  This electronic resource, as with any other public resource, demands that those entrusted with its use are accountable for that privilege.  Therefore, it follows that use of the County’s electronic resources must be in direct support of the user’s assigned duties and responsibilities of the user in carrying out the County business.  

Applicability

The provisions of this policy apply to all Miami-Dade Transit employees, including full-time, part-time and temporary employees.  Users and their division managers are jointly responsible for understanding the terms of this policy, and for monitoring the continued applicability of County electronic resources to the user’s assigned duties and responsibilities. 

Definitions

· Configurations – The arrangement of parts or elements of computer applications, software or hardware.    
· Document Management – Establishing the value and proper retention of electronic communications.  Management and retention is based on the legal, fiscal, administrative, or historical value of information within the communication.   

· Document Management System – A system the County is currently developing, which will allow the management and preservation of electronically transmitted documents.  This system will have the ability to identify specific documents and file them accordingly. 

· Electronic Communication – Electronically transmitted communications (i.e., Intranet/Internet, E-mail, and telephone).

· E-mail – Exchange of computer-stored messages by telecommunication.

· Home Directory – Individual file space located on MDT Server for file storage.  It can be accessed from any computer on the network as though it were a drive (U:) on the local computer. 

· Instant Messaging – The ability to quickly determine whether a specific person is connected to the Internet and, if they are, to exchange messages with them.   (sometimes called IM or IMing)   

· Internet – In a worldwide system of computer networks, a network of networks in which users at any one computer can, if they have permission, get information from any other computer.

· Intranet – A private network contained within an enterprise, which allows communication, and sharing of company information and computing resources among employees.  

· ITS – MDT’s Information Technology Services.  Comprised of three groups, which are Applications, Real Time Systems/Communications, and Operations (Call Center).

· Network – A series of points interconnected by communication paths.  Networks can interconnect with other networks and contain subnetworks.  

· Server – In general, a computer that provides services to other computers.  These services can be either software or hardware.  

· Transitory Messages – Those records that are created primarily for the informal communication of information, as opposed to communications designed for the perpetuation or formalization of knowledge.  Transitory messages do not set policy, establish guidelines or procedures, certify a transaction, or become a receipt.

Public Records

All computer, electronic and telecommunications systems, inclusive of the Internet and E-mail are to be used for the benefit and in the best interest of MDT and its agencies.  As such, MDT reserves the right to review employee’s files, documents, and E-mails, or use any data created or stored by a user as is deemed appropriate.  MDT also reserves the right to monitor and review the use of all electronic equipment.  Internet Services are currently being monitored and this information is considered public record.  In addition, Miami-Dade County has implemented a feature that prevents employees from using the network to access Internet sites that are considered unacceptable for MDT use, such as sites that contain material of an adult or pornographic nature.  Attempts to access web sites that are unacceptable for MDT business will be logged and reported to the respective division director.

Chapter 119 of the Florida Statutes commonly referred to as the Public Records Law, make every government record public unless there is a “specific exemption” approved by the State Legislature.  Under this law computerized public records are treated in the same way as written documents.  Any official Miami-Dade County electronic files, documents or electronic transmissions (as defined by law) in an employee’s account are considered to be public record, and may be subject to inspection.  All applicable United States, State of Florida and Miami-Dade County laws and policies will govern any inspection of electronic files, and any action based upon such inspection.

Internet/Intranet Use

The Internet/Intranet is to be used for reasons that are necessary in the accomplishment of an employee’s job assignments.  It is NOT intended for an employee’s personal use or to cause a disruption of work.  The following Internet use policy will assist in eliminating the risks of viruses and conflicts with supported products.  ITS reserves the right to delete any files or information that is not work-related or that contains material of an offensive nature.    

· Employees are NOT permitted to access, send, store, or display sensitive materials including but not limited to, gambling or other illegal activities; sexually explicit materials; or materials that include profane, obscene, inappropriate language, racial, ethnic, or other discriminatory content.   
· Employees are NOT permitted to access, send, store, or download music, jokes, screensavers, or any files that are not work related.   
· Instant messaging is NOT permitted.
Electronic Mail (E-mail)

E-mail is to be used for official MDT business and normal communications between employees of the department, other county departments, and other governmental entities; and for communications relating to the conduct of official County business with private sector entities.  E-mail may not be used for the employee’s personal use and is not confidential.  

Users should also be aware that offensive E-mail will be tracked and capsulated for review.  Even when an E-mail message is ‘deleted’, it is still retained in the system for a period of time.  There are firms that specialize in the recovery of transmissions to find incriminating and/or damaging information.  

Due to space limitations, routine E-mails should be deleted when you are finished with them.  At least once a week, empty the ‘deleted items’ folder in Outlook to erase messages from your mailbox.  ITS reserves the right to delete any files or information that are not work related or that contain material of an offensive nature.    

As use of E-mail systems grows, it becomes increasingly important for each user to exercise care and caution when sending messages.  Treat the electronic communication network as you would any other means of formal communication.  

· E-mail may NOT be used to send, store, or display sensitive materials including but not limited to: gambling or other illegal activities; sexually explicit materials; or materials that include profane, obscene, inappropriate language, racial, ethnic, or other discriminatory content.   
· E-mail may NOT be used to send, store, or display false advertising, which constitutes the offering of false goods or services to the public.  Originating or intentionally propagating computer viruses and/or chain letters is strictly prohibited.  This also applies to SPAM (junk mail) messages and Internet Hoaxes.  

· E-mail may NOT be used to send, store, display or download any files that are not work related (i.e. music, jokes, screensavers, etc.)

· To protect the servers, desktop computers, and laptop computers from the spread of viruses, accessing personal E-mail accounts (such as HotMail, Yahoo, AOL, etc.) via the county’s network or through the use of modems installed on workstations is strictly prohibited. 

Document Management / Retention of Electronic Communications

Miami-Dade Transit’s Information Technology Services is currently working with the Office of the CIO to create a Document Management System for preservation of electronic communications (E-mail messages) and documents.  During the development stage, users must continue to identify the value of electronic communications so that proper measures are followed for preservation of the communication.  If an E-mail message is determined by the user to have legal, fiscal, administrative, or historical value, the user must retain the communication based on the current method of document management established by County rules and regulations.  Current methods consist of printing a hard copy of the E-mail and filing it physically, saving to CD or floppy disk.  Because regular electronic communications (E-mail) and documents cannot be differentiated, the user must be diligent in determining the value of the communication for preservation purposes.  

Once the electronic communication has been managed and filed appropriately, established retention periods should be applied based on the value of the information contained in the records.  Electronic communications that have been determined to have one or more of the values mentioned above, would have the same retention periods as records in other formats that are related to the same program function or activity.     

When the user is determining the value of the electronic communication (E-mail message), the user should consider if the communication is a “Transitory Message”.  Transitory messages consist of an informal nature and might be compared to communication taking place during a telephone conversation, or verbal conversation in an office hallway.  They are messages with short-lived administrative value and may include, but would not be limited to, many E-mail messages, telephone voice mail, many messages on “post-it” notes, and most written telephone messages.  Users should retain ‘Transitory Messages” until they become obsolete, superseded, or the administrative value is lost and then delete the message.  

In extraordinary cases, users may request electronic format preservation for electronic communications.  It is only for these cases that ITS will offer electronic format retention.  In the event a user requests this service because of a public or private dispute, Florida Statutes Chapter 119 “specific exemptions” and County policies/procedures will be considered during the retention process.

Reduction or purging of the user’s mailbox must be done on a weekly basis to eliminate unnecessary use of the electronic storage space.  THIS IS ONLY TO BE DONE ONCE THE USER AND PROPER DOCUMENT MANAGEMENT HAVE DETERMINED THE VALUE OF THE E-MAIL MESSAGES AND RETENTION PROCEDURES (IF REQUIRED) HAVE BEEN ESTABLISHED.

If a user determines that a “deleted” electronic communication (E-mail message) requires preservation, the user will have up to five- (5) days to notify the ITS Chief that retrieval is necessary.  If the ITS Chief is not notified within the above specified time frame, preservation cannot be accomplished.  

Software on the Desktop

Equipment and software are part of the County owned electronic network that has been developed and built with public funds; therefore, the proper use of this public resource will be enforced.  The responsibility of MDT’s Information Technology Services is to provide assistance for installation, application, and support of MDT’s software and equipment.  In providing these services to users, ITS will enforce proper utilization of the County owned electronic network.  Users must adhere to the following provisions when using these publicly funded resources.  

· The use of non-supported and non-certified software is NOT permitted.  
· No Software is to be installed by the user.  Software that needs to be installed will be done so by MDT Information Technology Services.   
· Approval for use of personal software and hardware for work must come from the ITS Chief.  Once approved, if a user has a license for personal software that is work related, ITS staff will install the software and hardware and do their best to support the application. 
· ITS staff sets configurations for standard applications and software installed on user workstations.  The user will leave the configurations as set.  If configuration changes are needed, ITS staff will make them.  Configurations are also set by ITS for the user’s hardware.
· Requests for the installation of applications, or upgrades, to existing applications must be submitted to the ITS Call Center.  The same procedure will apply for applications that need to be uninstalled from a user’s workstation.  
· Under no circumstances will a user install any programs (i.e. executable files, shareware, freeware, games, etc.) on their workstations unless approved by the ITS Chief.   
· Users are NOT to remove and/or in any way attempt to disable the Anti-Virus software running on the workstation and/or laptop.    
· The installations of third-party applications, such as screensavers and games (i.e. WebShots, Instant Messaging, etc.) are not allowed. 

· If a request to install an application is made and the software is not on the approved list then ITS will contact the user’s supervisor to determine whether or not the application(s) should be installed.
User Data

Upon written request to ITS, the user will be provided with a “Home Directory”.  The purpose of the “Home Directory” is to allow for storage of the user’s important work-related files.  The “Home Directory will be located on a server designated by ITS.    

· The “Home Directory” is limited to 50 MB (Megabyte) per user, which translates to approximately 1,706 files.  When the storage limit has been reached, the user is responsible for cleaning the “Home Directory” to allow further storage space.          
· ITS is not responsible for any data saved on the user’s workstation (typically drives “C:” and “D:”).  Only the data stored on the servers is backed up at regular intervals.  THERE IS NO BACK-UP OF A USER’S WORKSTATION. 
· In an effort to maintain adequate disk space, ITS reserves the right to delete any files or information on a user’s home directory that is not work-related.  This also eliminates the back up of unnecessary files.  
· Each user is responsible for protecting data stored on diskettes or their workstations from accidental alteration or destruction.  The user must also ensure that confidential data is not disclosed or stolen.
· The “Home Directory” will not be used for backing up a user’s workstations, non-essential files, and/or applications. 
Restoration of User Data

The purpose of a system back up is to ensure that data is preserved in the event of a major systems failure.  Files stored on the servers are backed up at regular intervals to allow for restoration.  However, the actual process for file restoration is very complex and time-consuming.         

· If a user has any procedural questions about deleting files from the “Home Directory”; users are encouraged to seek assistance from the ITS Call Center Staff.  ITS staff will not be responsible for determining the value or decide which files should be deleted, but will assist the user in performing the actual deletion function.    
Password Security

· Users must protect their password.  Do not share your password with anyone.  The password is confidential and it is the user’s responsibility to guard their password in the same way they would guard a personal bank account pin number.  Users must change their password if they suspect someone else knows their password.

· Users will be automatically prompted to change their passwords every 90 days.

Call Center

· ITS’s Call Center provides the first stage of support.  Most calls received by the Call Center are handled at this stage and closed immediately.  If the Call Center cannot address the problem at this first stage of support, a work order will be created and assigned to the appropriate group for resolution of the issue.  Once the work order is logged, and assigned, the technician or analyst will have five- (5) business days to address the problem.  Most PC problem calls are closed within one or two days. 
Phone Service Requests

· Service/Repair Calls: 
72 hours turn around time from reporting time

· New/Change Service:
6 to 8 weeks upon receipt of work order

Request Forms

· Access Security – Access to internal and mainframe system

· Equipment & Communication – Phone related services

· Hardware & Software – PC and Software related services

· Internet & E-mail – New employee accounts and Temporary accounts for Internet/E-mail

Forms are accessible from the Call Center Web Portal page for user access.  All request forms are sent to the Call Center for analysis and processing.  

This Electronic Communication Policy will change as technological advances are made.  It is the responsibility of the user to review and maintain a current version of the policy as it is updated.  

The policy is available to users on the TransitNet under Transit Agency Policies and Procedures (TAPPS) or http://transitnet/tapps 

References used in the creation of this policy are as follows:

Miami-Dade County Administrative Order No.: 6-7

Miami-Dade Transit Internet Guidelines & Policies

State of Florida – Department of Management Services

Department of State – Electronic Mail Opinion

Department of State – Information Operating Procedure

Florida Statutes – Chapter 119 (Public Records Law)

Florida Administrative Code – Chapter 1B-24 & 1B-26

State of Florida – Basics of Records Management

State of Florida – General Records Schedule GS1-L for Local Government Agencies

State of Florida – DMS Memo – Policy on use of Internet and E-Mail
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